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Hong Kong Security Watch Rer ;

Home News Sport Reel Worklife
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|D musT READ: Agile development: How to tackle complexity and get stuff don

HKCERT is pleased 1o bring 1o you the “Hong Kong Security Watch Report” for the second quarter of 2020.

Nowadays, many networked digital devices, such as computers, smartphones, tablets, are being compromised without the user's Home ‘ US Electi ‘ Coronavirus ‘
knowledge. The data on them may be mined and exposed every day, and even be used for various criminal activities.
The Hong Keng Security Watch Repart ims o raise public awarenass of the problam of compromised systams in Hong Tech Adobe left 7.5 million Creative Cloud user records exposed online

Kong, enabling them to make better decision in information security. The data in this quarterly report focuses on the
compromised s ms in Hong Keng which suffer from, or have participated in various types of cyber attacks, including
defacement, phishing, mahware hosing, bolnet command and control centres (GAG) or bots. “Computers in Hong Kong” refer o those
whose network geolocation is Hong Kong, or the top level domain of their host name is "hk" or * & Increase after-tax returns by up to

H KEX'  30% by investing in Hong Kong ETF:
Highlight of Report G REBA

fivities of

Exposed data primarily includes emails, but not passwords or financial information.

Trade Asia. In Asia.

Adobe hack: At least 38 V4 FT 4R

In 2020 Q2. there were 13,365 unique security events related fo Hong Kong used for analysis in this reper!. Data were collected
ceived by HKCERT.

through IFAS" with 10 sources of information?, and not collected from the incident reports

Trend of security events e

million accounts
breached
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Sony Hack Exposed 47,000 Social Security
Numbers, Security Firm Says




Managing the impact of
[ I8 2 — EX COVID-19 on cyber security
eI B

Vs The COVID-19 outbreak has been declared a pandemic by the World Health Organisation,
I > l S l I_I_I causing huge impact on people’s lives, families and communities. This has had an immediate
/ = I I E b effect on organisations, changing the ways employees work and bringing with it new

cyber risks.

As the international response continues to develop, we know that organisations

are facing potentially significant challenges to which they need to respond rapidly.
Many organisations and employees are needing to rethink ways of working in light of
considerable operational and financial challenges. Without appropriate considerations,
this could fundamentally increase the risk of cyber security attacks.

We are seeing both the likelihood and impact of cyber attacks increasing and cyber

E nsure on- FJ re ml Se SeCUur | t."]." COn t ro ! g 5i i |I security good practices may fall by the wayside as organisations become more
5 technology dependent than ever. We are also beginning to see the nature of the threat
apply to systems when they are not on the changing, as attackers exploit uncertainty, unprecedented situations, and rapid IT and

organisational change.

internal network.

Organisations should take three key actions to mitigate these emerging risks:

https://www.pwccn.com/en/issues/cybersecurity Secure their newly Ensure the continuity Counter opportunistic

-and-data-privacy/covid-19-impact-mar2020.pdf HulsSuEiCeREnleE of critical security threats that may be
working practices. functions. looking to take advantage
of the situation.




Policies, Standards, Guidelines, Procedures
Policies

Principles, intentions, directional
Clearly defines AUTHORITIESROLESand RESPONSIBILITIES

Standards
Compliance — device standards, Windows version

Guidelines
More detail description to guide operation

Procedures
Detailed step - by-step instructions that should be followed




Roles and Responsibilities

_ - Chapter 1 About this Document
Information Security in Schools - Chapter 2 CSecurity Managemep %
Recommended Practice ( Sept 2019) Chapter 3 Security Incident Handling “ =
Chapter 2 Security Management Chapter 4 Physical Security -
Chapter 5 Access Control 2
e 2.4.3 Set up and Implement Chapter 6 Data Security "= .
Management and Administrative Chapter 7 Metwork and Communication Securitl}; 2
Processes Chapter 8 Website & Web Application Security = )
Chapter 9 Moblie Device and Mobile Application Protection =
. . (L epess Chapter 10 Malware Protection "=
(a)(i)Assign roles and responsibilities Chapter 11 Cloud Service
Chapter 12 Resources of Reference on IT Security e
v" School Management ,
v [T Head https://www.ed_b.gov.hk/en./edu-system/prmjal.y-
secondary/applicable-to-primary-secondary/it-in-
v' IT Committee Members edu/Information-Security/information-security-in-school.html
v' Technical Support Staff



https://www.edb.gov.hk/en/edu-system/primary-secondary/applicable-to-primary-secondary/it-in-edu/Information-Security/information-security-in-school.html

Incorporated Management Committee [
(IMC) J

IT Committee under IMC o
School Supervisor °

School Principal .

IT Head (Information Security Officer) [

IT technical staff °

Teachers with IT related duties °

(sensitive data, privileged accounts)

Teacher Users °
[ )
[ )
[ )
[ )
[ )

I Responsibilities

Approve policies

Delegate authority to Principals
Risk Management

Crisis Management

Delegated with the above duties by the IMC

Execution and Monitoring of the above

Implement IS policy
Resource (budget, manpower) provision
Overall responsibilities covering IT and non-IT

Overall responsibility of IT related issues
Implement the IT infrastructure and procedures accordingly
Formulate IT guidelines and procedures

Carry out duties according to guidelines and procedures

Understanding the guidelines and procedures related to their special duties

Follow the guidelines and procedures
Comply with legal requirements
Comply with teacher code of conducts

Understand AUP
Comply with school requirements for students (conduct, discipline) - ®
Comply with legal requirements =/



IMC and Rincipal

Conduct Risk Assessment
Develop IS Policies

Assign Roles and Responsibilities
Monitoring and Review

vV V V V




Related Legislations

vV V.V V VYV VYV VYV V

Access to computer with criminal or dishonest intent
Theft and damage of property (digital assets)
Personal data protection

Copyright / IP rights

Software Asset Management

Digital marketing and unsolicited electronic messages
Electronic Transactions Ordinance

Safety in the use of Display Screen Equipment




FOR IT HEAD Infrastructure and Systems Related

A\ VVVYYV

VYV VV

Network Security - private network, remote access

Server security - patch and upgrades, rights management
Classifying sensitive data (personal data, mailbox, exam papers etc.)
Managing file storage, backup and cloud services, IT Assets (keys)
Security in IT Procurement and Service Contracts, third party
services

Managing Technical Support Staff — security training, procedures,
monitoring

Reviewing system statistics and logs

Managing privileged / admin accounts

Managing staff / student accounts




Security -as-a-Service

ISO 27001 / IS Policy
Network Security (router,
firewall, VPN, VLAN..).
Server / Web / Cloud
Security

Application / App Security
Data / File Security
Forensics

Related Laws

COVID- 19— remote
everything

e Security -as-a- Service

(@)

@)

Policy

Health Check
Implementation
Incident Management
Audit & Review

Training .




Handling Staff Accounts

Use school provided accounts instead of v
personal accounts (e.g. Google, Yahoo)

Use school provided email instead of v
personal emails

Automatic removal of accounts after staff/ v
student leaving

Only school created accounts can access v
student data




Handling
Personal Data

-
="
/7
’
’
’
/
/




Personal Data Handling

» Collection — PICS / Consent Form

» Minimum data — no unnecessary HKID,
address, phone in student list, email,
reports etc.

» Encryption — in storage, processing and
transmission
- Especially : USB, email, Excel

» Hash Key — Integrity of data

» Transfer to third parties (e.g. publishers)




Personal Data Handling

Publisher
A

Publisher
=]

\

Secure??

Teacher
A

Teacher
B




Personal Data Handling

Publisher
A

Teacher
A

HKEdCity

Publisher EdData

B

Publisher
C

Secure transfer

Teacher
B




Third Party Data Transfer Checklist

Agreement with third parties on purpose and usage of personal data

Clear authority on who can transfer data

Encryption in storage and transmission

Hash Key to protect integrity and reduce liability
Contractual rights to request removing data upon request
Clear record of who transferred the data

Choose what data fields to be transferred

Clear record what data has been transferred

Secure transfer system (not email, WhatsApp etc).




EdData- facilitate third party data transfer

listifo :E:ﬁective and Secure Data Access

Responsible Parties

Publishers [ Providers | HKEdCity
Signing of Agreement, that clearly states
1) The purpose and usage of personal data e @ Wﬁﬁ

2) The contractual rights to request for data removal
(Revoke Function)

[ Clear authority on who can transfer data =
M Choose what data needs to be accessed e
[ Choose to approve what data to be accessed W=

P Provide a safe data transfer platform, including
1) Encryption in storage and transmission
2) Hash Key to protect integrity

M Provide a comprehensive and clear data transfer
logs, listing out the data access details

© 06

[l Check publishers' [ providers' data access details Eﬁﬁ
from the data transfer logs :




THANKS!

%:+852 2624 1000
S H: info@ hkedcity.net
Ag1k: www.hkedcity.net

™

CREDITS: This presentation template was created
by Slidesgo, including icons by Flaticon ,
infographics & images by Freepik and
illustrations by Stories
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THANKS!

%:+852 2624 1000
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